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her entity’s internal compliance or re-
porting system, whether the whistle-
blower undermined the integrity of 
such system. In considering this factor, 
the Commission will take into account 
whether there is evidence provided to 
the Commission that the whistleblower 
knowingly: 

(i) Interfered with an entity’s estab-
lished legal, compliance, or audit pro-
cedures to prevent or delay detection 
of the reported securities violation; 

(ii) Made any material false, ficti-
tious, or fraudulent statements or rep-
resentations that hindered an entity’s 
efforts to detect, investigate, or reme-
diate the reported securities viola-
tions; and 

(iii) Provided any false writing or 
document knowing the writing or docu-
ment contained any false, fictitious or 
fraudulent statements or entries that 
hindered an entity’s efforts to detect, 
investigate, or remediate the reported 
securities violations. 

§ 240.21F–7 Confidentiality of submis-
sions. 

(a) Section 21F(h)(2) of the Exchange 
Act (15 U.S.C. 78u–6(h)(2)) requires that 
the Commission not disclose informa-
tion that could reasonably be expected 
to reveal the identity of a whistle-
blower, except that the Commission 
may disclose such information in the 
following circumstances: 

(1) When disclosure is required to a 
defendant or respondent in connection 
with a Federal court or administrative 
action that the Commission files or in 
another public action or proceeding 
that is filed by an authority to which 
we provide the information, as de-
scribed below; 

(2) When the Commission determines 
that it is necessary to accomplish the 
purposes of the Exchange Act (15 U.S.C. 
78a) and to protect investors, it may 
provide your information to the De-
partment of Justice, an appropriate 
regulatory authority, a self regulatory 
organization, a state attorney general 
in connection with a criminal inves-
tigation, any appropriate state regu-
latory authority, the Public Company 
Accounting Oversight Board, or foreign 
securities and law enforcement au-
thorities. Each of these entities other 
than foreign securities and law enforce-

ment authorities is subject to the con-
fidentiality requirements set forth in 
Section 21F(h) of the Exchange Act (15 
U.S.C. 78u–6(h)). The Commission will 
determine what assurances of confiden-
tiality it deems appropriate in pro-
viding such information to foreign se-
curities and law enforcement authori-
ties. 

(3) The Commission may make dis-
closures in accordance with the Pri-
vacy Act of 1974 (5 U.S.C. 552a). 

(b) You may submit information to 
the Commission anonymously. If you 
do so, however, you must also do the 
following: 

(1) You must have an attorney rep-
resent you in connection with both 
your submission of information and 
your claim for an award, and your at-
torney’s name and contact information 
must be provided to the Commission at 
the time you submit your information; 

(2) You and your attorney must fol-
low the procedures set forth in 
§ 240.21F–9 of this chapter for submit-
ting original information anony-
mously; and 

(3) Before the Commission will pay 
any award to you, you must disclose 
your identity to the Commission and 
your identity must be verified by the 
Commission as set forth in § 240.21F–10 
of this chapter. 

§ 240.21F–8 Eligibility. 

(a) To be eligible for a whistleblower 
award, you must give the Commission 
information in the form and manner 
that the Commission requires. The pro-
cedures for submitting information and 
making a claim for an award are de-
scribed in § 240.21F–9 through § 240.21F– 
11 of this chapter. You should read 
these procedures carefully because you 
need to follow them in order to be eli-
gible for an award, except that the 
Commission may, in its sole discretion, 
waive any of these procedures based 
upon a showing of extraordinary cir-
cumstances. 

(b) In addition to any forms required 
by these rules, the Commission may 
also require that you provide certain 
additional information. You may be re-
quired to: 

(1) Provide explanations and other 
assistance in order that the staff may 
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